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Chapter 8
Cyberethics

1.A 2.C 3.C 4.B 5.A 6.D 7.A 8.D 9.A 10.C
1. Intellectual property 2. privacy 3. Spamming 4. Piracy

5. Cybercrime 6. Worms 7. Adware 8. Hijack This

9. Spyware 10. warez

1.7 2.T 3.F 4. F 5T 6. T 7.F 8. T 9.F 10.T
1. Computer ethics deals with the procedures, values and practices that govern the process of

consuming computing technology and its related disciplines without damaging or violating the
moral values and beliefs of any individual, organization or entity.

Netiquette is short for “Internet etiquette.” Just like etiquette is a code of polite behaviour in
society, netiquette is a code of good behaviour on the Internet.

Software piracy is defined as illegally copying software that does not belong to you in a manner
that violates the copyright.

Shareware is built on the concept of “try it before you buy it.” A version of the software that is
missing features or cannot be used more than a certain number of times or days is distributed
freely. This gives the user the opportunity to try the software, and determine if it fits their needs.

As the license for using software is high therefore in developing countries like India it is difficult
to stop piracy.

If you become a software developer and wish to prevent software piracy you must keep the
following in mind :

e Educate your staff on the licensing requirements of your software purchases
e Conduct a self-audit of your software licenses
e Acquire any licenses needed for full compliance

e The most widely used method is the license key; code that is built into an application to
require a valid key to unlock the software.

Spamming remains economically viable because advertisers have very little or sometimes no
operating costs beyond the management of their mailing lists, and it is almost impossible to hold
senders accountable for their mass mailings. On the other hand it costs huge to the sender and
may sometime even get dubbed.
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7. Industrial property can usefully be divided into two main areas:

e The first area may be characterized as the protection of trademarks (distinctive signs) which
distinguish the goods or services of one undertaking from those of other undertakings. Also
the geographical indications which identify a good as originating in a place where a given
characteristic of the good is essentially attributable to its geographical origin.

e Thesecond area of protection of industrial property is primarily aimed to stimulate innovation,
design and the creation of technology. Thus inventions (protected by patents), industrial
designs and trade secrets. Socially it provides protection for the results of investment in the
development of new technology, thus giving adequate incentive and means to finance
research and development activities.

8 Toreduce spamming:
a. Trainyour filter in your mailbox to recognize spams.
b. Never respond to spam.
c¢.  Hide your email address.
d. Use a third-party anti-spam filter
e. Change your email address in case it is compromised with spams.

9. Cyberlaw is important because it touches almost all aspects of transactions and activities on and
concerning the Internet, the World Wide Web and Cyberspace. Initially it may seem that
Cyberlaws is a very technical field and that it does not have any bearing to most activities in
Cyberspace.

10. Flamingis the online act of posting insults, often laced with profanity or other offensive language
on social networking sites. Deliberate flaming, as opposed to flaming as a result of emotional
discussions, is carried out by individuals known as flamers, who are specifically motivated to
incite flaming.

Application-based questions:
1. i. He may either use a portable external hard disk or a pen drive to takebackup.

ii. Hacking, is the act of stealing personal or private data, without the owner’s knowledge or
consent, it could also include other things like stealing passwords, creating a bot net, or pretty
much any act that breaches someone’s privacy, without their knowledge, or consent. Cracking
on the other hand involves editing a program’s source code, or creating a program, like a key
generator (more commonly known as a ‘keygen’), patch, or some sort of application that tricks
an application in to thinking that a particular process has occurred. For example, a key generator
and a patch for the

Adobe Master Collection would trick the software in to thinking that the key entered is correct,
and not let it verify the key with the Adobe master server. Cracking is pretty much looking for a
back door in software, and exploiting it for malicious use or for a copyright breaching act.
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Thusthe differenceisthata hackerissomeone that uses their extensive knowledge
of computer logic and code for malicious purposes, while a cracker - looks for back
doors in programs, and exploits those back doors. Cracking is generally less
harmful than hacking. Hackers are usually involved with web related hacking, like
MySQL interception, or phishing, other forms of hacking would include things like
brute force, or password lifting.

iii. a. QuickHeal
b. Hyper V Recovery Manager from Microsoft
¢ Google Drive
d. Notepad
i) 1) In case you have a spyware, your bank account details may be compromised.
2) The site may not be authentic and there may be Phising attack.

i) Data Encryption refers to scrambling information and utilizing it to secure
data that is constantly hung on a machine, replicated onto CDs or DVDs or
transmitted over a system. It utilizes innovations, for example, Virtual Private
Networks(VPNs) and secure socket layers.

i) QuickHeal
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